
Cyber Security 
Implementation Challenges

Be Resilient, Be Prepared 



We can’t prepare for every 
Possibility







Ability to prevent, withstand and recover from cybersecurity incidents

Cyber Resilience Principles

Adaptability
The ability to adapt to the rapid and increasingly sophisticated 
expansion of cyber threats and attacks

Durability
The ability to continuously and sustainably defend 
against various cybersecurity threats

Threat Protection
The ability to provide protection from increasingly 
sophisticated cyberthreats

Recoverability
The ability to be able to return to normal operating 
conditions of its business after a cyber attack
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3Respond to Incidents

Protect Systems/Assets 
and Detect Intrusion

Identify Asset, Risk, and Gaps
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Ability to prevent, withstand and recover from cybersecurity incidents

Cyber Resilience Framework

Sustain any Critical 
Organizational Operations 
during Incident 

Recover from Any Incident

INCIDENT


